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Research Handbook on EU Data
Protection Law
Edward Elgar Publishing Bringing together leading European scholars, this
thought-provoking Research Handbook provides a state-of-the-art overview of the
scope of research and current thinking in the area of European data protection.
Oﬀering critical insights on prominent strands of research, it examines key
challenges and potential solutions in the ﬁeld. Chapters explore the fundamental
right to personal data protection, government-to-business data sharing, data
protection as performance-based regulation, privacy and marketing in data-driven
business models, data protection and judicial automation, and the role of consent in
an algorithmic society.

The Closing of the Net
John Wiley & Sons This inspirational book provides the backstory to current
attempts by states and corporations to control the Internet. It explains key issues
such as privacy, net neutrality and copyright in a way that is accessible to nonexperts, as well as providing a clear, authoritative context for academic study. The
Closing of the Net explains: •Why apps are never 'free', and how data proﬁling got
into politics •How the entertainment industries went head-to-head with Internet
companies over online copyright •Why we got the GDPR (General Data Protection
Regulation) and why Europe has stronger privacy laws than the US •How postSnowden surveillance politics is embedded in data retention law •Why net neutrality
matters •How cloud service Megaupload was brought down Monica Horten’s
compelling account of these issues concludes with an outline of the risks we face in
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the future if monitoring and blocking of the Internet becomes the norm. And the
results are chilling. This book is a must-read for all followers of cyber-policy, and is
suitable for courses addressing digital media and society, communications policy,
Internet and copyright law.

The Foundations of EU Data
Protection Law
Oxford University Press A timely and innovative examination of the EU data
protection regime, this book challenges existing assumptions about data protection
and expounds a clear vision for the future of this crucial and contentious area of law.

Big Data in Context
Legal, Social and Technological
Insights
Springer This book is open access under a CC BY 4.0 license. This book sheds new
light on a selection of big data scenarios from an interdisciplinary perspective. It
features legal, sociological and economic approaches to fundamental big data topics
such as privacy, data quality and the ECJ’s Safe Harbor decision on the one hand,
and practical applications such as smart cars, wearables and web tracking on the
other. Addressing the interests of researchers and practitioners alike, it provides a
comprehensive overview of and introduction to the emerging challenges regarding
big data.All contributions are based on papers submitted in connection with ABIDA
(Assessing Big Data), an interdisciplinary research project exploring the societal
aspects of big data and funded by the German Federal Ministry of Education and
Research.This volume was produced as a part of the ABIDA project (Assessing Big
Data, 01IS15016A-F). ABIDA is a four-year collaborative project funded by the
Federal Ministry of Education and Research. However the views and opinions
expressed in this book reﬂect only the authors’ point of view and not necessarily
those of all members of the ABIDA project or the Federal Ministry of Education and
Research.

Handbook of Research on Cyber
Law, Data Protection, and Privacy
IGI Global The advancement of information and communication technology has led
to a multi-dimensional impact in the areas of law, regulation, and governance. Many
countries have declared data protection a fundamental right and established reforms
of data protection law aimed at modernizing the global regulatory framework. Due to
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these advancements in policy, the legal domain has to face many challenges at a
rapid pace making it essential to study and discuss policies and laws that regulate
and monitor these activities and anticipate new laws that should be implemented in
order to protect users. The Handbook of Research on Cyber Law, Data Protection,
and Privacy focuses acutely on the complex relationships of technology and law both
in terms of substantive legal responses to legal, social, and ethical issues arising in
connection with growing public engagement with technology and the procedural
impacts and transformative potential of technology on traditional and emerging
forms of dispute resolution. Covering a range of topics such as artiﬁcial intelligence,
data protection, and social media, this major reference work is ideal for government
oﬃcials, policymakers, industry professionals, academicians, scholars, researchers,
practitioners, instructors, and students.

The Comparative Law Yearbook of
International Business:
Kluwer Law International B.V. In this thirty-eighth volume of the Comparative
Law Yearbook of International Business, once again practitioners and experts in a
variety of legal ﬁelds examine issues from national and regional perspectives.
Authors from Germany, Japan, Nigeria, and Poland deal with issues relating to data
protection and privacy. Investment and infrastructure topics are examined by
authors from Brazil, Colombia, Greece, and the United States. Subjects ranging from
corporate responsibility, patent infringement litigation, and credit portfolio transfers
to medical and family leave, food and beverage product representations, and
distribution agreements are treated by authors from Belgium, Hungary, Ireland,
Japan, Latvia, and the United States.

Personal Data in Competition,
Consumer Protection and
Intellectual Property Law
Towards a Holistic Approach?
Springer This book analyses the legal approach to personal data taken by diﬀerent
ﬁelds of law. An increasing number of business models in the digital economy rely on
personal data as a key input. In exchange for sharing their data, online users beneﬁt
from personalized and innovative services. But companies’ collection and use of
personal data raise questions about privacy and fundamental rights. Moreover, given
the substantial commercial and strategic value of personal data, their accumulation,
control and use may raise competition concerns and negatively aﬀect consumers. To
establish a legal framework that ensures an adequate level of protection of personal
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data while at the same time providing an open and level playing ﬁeld for businesses
to develop innovative data-based services is a challenging task.With this objective in
mind and against the background of the uniform rules set by the EU General Data
Protection Regulation, the contributions to this book examine the signiﬁcance and
legal treatment of personal data in competition law, consumer protection law,
general civil law and intellectual property law. Instead of providing an isolated
analysis of the diﬀerent areas of law, the book focuses on both synergies and
tensions between the diﬀerent legal ﬁelds, exploring potential ways to develop an
integrated legal approach to personal data.

Regulating New Technologies in
Uncertain Times
Springer This book deals with questions of democracy and governance relating to
new technologies. The deployment and application of new technologies is often
accompanied with uncertainty as to their long-term (un)intended impacts. New
technologies also raise questions about the limits of the law as the line between
harmful and beneﬁcial eﬀects is often diﬃcult to draw. The volume explores
overarching concepts on how to regulate new technologies and their implications in
a diverse and constantly changing society, as well as the way in which regulation can
address diﬀering, and sometimes conﬂicting, societal objectives, such as public
health and the protection of privacy. Contributions focus on a broad range of issues
such as Citizen Science, Smart Cities, big data, and health care, but also on the role
of market regulation for new technologies.The book will serve as a useful research
tool for scholars and practitioners interested in the latest developments in the ﬁeld
of technology regulation. Leonie Reins is Assistant Professor at the Tilburg Institute
for Law, Technology, and Society (TILT) in The Netherlands.

Privacy and Data Protection Seals
Springer The book presents timely and needed contributions on privacy and data
protection seals as seen from general, legal, policy, economic, technological, and
societal perspectives. It covers data protection certiﬁcation in the EU (i.e., the
possibilities, actors and building blocks); the Schleswig-Holstein Data Protection Seal;
the French Privacy Seal Scheme; privacy seals in the USA, Europe, Japan, Canada,
India and Australia; controversies, challenges and lessons for privacy seals; the
potential for privacy seals in emerging technologies; and an economic analysis. This
book is particularly relevant in the EU context, given the General Data Protection
Regulation (GDPR) impetus to data protection certiﬁcation mechanisms and the
dedication of speciﬁc provisions to certiﬁcation. Its coverage of practices in
jurisdictions outside the EU also makes it relevant globally. This book will appeal to
European legislators and policy-makers, privacy and data protection practitioners,
certiﬁcation bodies, international organisations, and academics. Rowena Rodrigues is
a Senior Research Analyst with Trilateral Research Ltd. in London and Vagelis
Papakonstantinou is a Senior Researcher at the Vrije Universiteit Brussel in Brussels.
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Handbook of Research on
Cyberchondria, Health Literacy, and
the Role of Media in Society’s
Perception of Medical Information
IGI Global Cyberchondria is characterized by a pattern of excessive health-based
search behaviors that are likely to increase health anxiety or distress, heightened by
ever-increasing access to and normalization of technology use and the internet
speciﬁcally. The internet can be a source of valuable medical information and is an
eﬃcient vehicle for awareness-raising and dissemination; however, it can increase
anxiety in audiences without medical knowledge or training and can pose a
challenge to the traditional gatekeepers of medical knowledge and expertise.
Technological advances are accelerating rapidly; however, concomitant to this
acceleration, an epidemic of online mis- and dis-information that has the capacity to
negatively impact general health, health literacy, and health behaviors globally now
exists. The World Health Organization (WHO) has described this information overload
as an infodemic. The Handbook of Research on Cyberchondria, Health Literacy, and
the Role of Media in Society’s Perception of Medical Information covers a wide range
of topics from the characteristics and prevalence of cyberchondria to the pandemic
policy response and cybersecurity issues relating to eHealth initiatives and
pandemic-related surges in cybercrime. Therefore, this publication has
transdisciplinary relevance to professionals from healthcare, government, law
enforcement, academia, the technology sector, media, cybersecurity, and education.
Graduate and undergraduate students may also ﬁnd it to be a beneﬁcial resource,
not only in terms of the study of cyberchondria but also in terms of the psychological
and sociological implications of global crisis events. One of the key messages of this
book is as follows: All stakeholders must work together strategically to disseminate
authentic public health messages during any global health crisis. They must work to
reduce health-related anxiety mediated by technology and seek to improve critical
thinking skills and global health literacy.

Digitalisation and Human Security
A Multi-Disciplinary Approach to
Cybersecurity in the European High
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North
Springer Nature This book constructs a multidisciplinary approach to human
security questions related to digitalisation in the European High North i.e. the
northernmost areas of Scandinavia, Finland and North-Western Russia. It challenges
the mainstream conceptualisation of cybersecurity and reconstructs it with the
human being as the referent object of security.

Of Privacy and Power
The Transatlantic Struggle Over
Freedom and Security
Princeton University Press How disputes over privacy and security have shaped
the relationship between the European Union and the United States and what this
means for the future We live in an interconnected world, where security problems
like terrorism are spilling across borders, and globalized data networks and ecommerce platforms are reshaping the world economy. This means that states'
jurisdictions and rule systems clash. How have they negotiated their diﬀerences over
freedom and security? Of Privacy and Power investigates how the European Union
and United States, the two major regulatory systems in world politics, have regulated
privacy and security, and how their agreements and disputes have reshaped the
transatlantic relationship. The transatlantic struggle over freedom and security has
usually been depicted as a clash between a peace-loving European Union and a
belligerent United States. Henry Farrell and Abraham Newman demonstrate how this
misses the point. The real dispute was between two transnational coalitions--one
favoring security, the other liberty--whose struggles have reshaped the politics of
surveillance, e-commerce, and privacy rights. Looking at three large security
debates in the period since 9/11, involving Passenger Name Record data, the SWIFT
ﬁnancial messaging controversy, and Edward Snowden's revelations, the authors
examine how the powers of border-spanning coalitions have waxed and waned.
Globalization has enabled new strategies of action, which security agencies, interior
ministries, privacy NGOs, bureaucrats, and other actors exploit as circumstances
dictate. The ﬁrst serious study of how the politics of surveillance has been
transformed, Of Privacy and Power oﬀers a fresh view of the role of information and
power in a world of economic interdependence.

Information and Communications
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Technology in Support of Migration
Springer Nature The book provides a holistic review, presenting a multistakeholder, multi-disciplinary, international, and evidence-based approach to
Information and Communications Technology (ICT) in migration. The book brings
together diﬀerent views and multifaceted responses to ICT-based migration
management, examining their overlap, conﬂict, and synergies. The book is a major
addition to the ﬁeld, tackling important debates concerning humanitarianism and
securitization in the reception of migrants, as well as exploring the role of digital
technology in aiding migrant integration. The authors explore contentious areas such
as the use of new technologies deployed on borders for migration management and
border security under the umbrella of smart border solutions including drones, AI
algorithms, and face recognition, which are widely criticized for ignoring the
fundamental human rights of migrants. The research presented will depart from the
euphoric appraisals that technology has made things easier for migrants and those
who assist them, to critically examine the bane and boon, beneﬁts and aﬄictions,
highlighting the barriers, as well as the solutions, including several under-researched
aspects of digital surveillance and the digital divide. This edited volume has been
developed by the MIICT project, funded under the EU Horizon 2020 Action and
Innovation programme, under grant agreement No 822380. Provides a positive
approach to the integration of migrants, asylum seekers, and refugees using
Information and Communications Technology (ICT) solutions Oﬀers a strategic
approach to providing digital services for migrants at an EU, national and local level
Bridges the gap between academia and front-line practitioners’ work by providing
theoretical, policy, ethical, and methodological recommendations

Data Ethics of Power
A Human Approach in the Big Data
and AI Era
Edward Elgar Publishing Data Ethics of Power takes a reﬂective and fresh look at
the ethical implications of transforming everyday life and the world through the
eﬀortless, costless, and seamless accumulation of extra layers of data. By shedding
light on the constant tensions that exist between ethical principles and the interests
invested in this socio-technical transformation, the book bridges the theory and
practice divide in the study of the power dynamics that underpin these processes of
the digitalization of the world.

EU Internet Law
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Regulation and Enforcement
Springer This book provides an overview of recent and future legal developments
concerning the digital era, to examine the extent to which law has or will further
evolve in order to adapt to its new digitalized context. More speciﬁcally it focuses on
some of the most important legal issues found in areas directly connected with the
Internet, such as intellectual property, data protection, consumer law, criminal law
and cybercrime, media law and, lastly, the enforcement and application of law. By
adopting this horizontal approach, it highlights – on the basis of analysis and
commentary of recent and future EU legislation as well as of the latest CJEU and
ECtHR case law – the numerous challenges faced by law in this new digital era. This
book is of great interest to academics, students, researchers, practitioners and
policymakers specializing in Internet law, data protection, intellectual property,
consumer law, media law and cybercrime as well as to judges dealing with the
application and enforcement of Internet law in practice.

E-Democracy – Safeguarding
Democracy and Human Rights in
the Digital Age
8th International Conference, eDemocracy 2019, Athens, Greece,
December 12-13, 2019,
Proceedings
Springer Nature This book constitutes the refereed proceedings of the 8th
International Conference on E-Democracy, E-Democracy 2019, held in Athens,
Greece, in December 2019. The 15 revised full papers presented were carefully
selected from 27 submissions. The papers are organized in topical sections on
rrivacy and data protection; e-government; e-voting and forensics; online social
networks and "fake news".

Handbook of Research on Artiﬁcial
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Intelligence in Government
Practices and Processes
IGI Global In today’s global culture where the internet has established itself as a
main tool of communication, the global system of economy and regulations, as well
as data and decisions based on data analysis, have become essential for public
actors and institutions. Governments need to be updated and use the latest
technologies to understand what society’s demands are, and user behavioral data,
which can be pulled by intelligent applications, can oﬀer tremendous insights into
this. The Handbook of Research on Artiﬁcial Intelligence in Government Practices and
Processes identiﬁes deﬁnitional perspectives of behavioral data science and what its
use by governments means for automation, predictability, and risks to privacy and
free decision making in society. Many governments can train their algorithms to
work with machine learning, leading to the capacity to interfere in the behavior of
society and potentially achieve a change in societal behavior without society itself
even being aware of it. As such, the use of artiﬁcial intelligence by governments has
raised concerns about privacy and personal security issues. Covering topics such as
digital democracy, data extraction techniques, and political communications, this
book is an essential resource for data analysts, politicians, journalists, public ﬁgures,
executives, researchers, data specialists, communication specialists, digital
marketers, and academicians.

Big Data, Political Campaigning and
the Law
Democracy and Privacy in the Age
of Micro-Targeting
Routledge In this multidisciplinary book, experts from around the globe examine
how data-driven political campaigning works, what challenges it poses for personal
privacy and democracy, and how emerging practices should be regulated. The rise of
big data analytics in the political process has triggered oﬃcial investigations in many
countries around the world, and become the subject of broad and intense debate.
Political parties increasingly rely on data analytics to proﬁle the electorate and to
target speciﬁc voter groups with individualised messages based on their
demographic attributes. Political micro-targeting has become a major factor in
modern campaigning, because of its potential to inﬂuence opinions, to mobilise
supporters and to get out votes. The book explores the legal, philosophical and
political dimensions of big data analytics in the electoral process. It demonstrates
that the unregulated use of big personal data for political purposes not only infringes
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voters’ privacy rights, but also has the potential to jeopardise the future of the
democratic process, and proposes reforms to address the key regulatory and ethical
questions arising from the mining, use and storage of massive amounts of voter
data. Providing an interdisciplinary assessment of the use and regulation of big data
in the political process, this book will appeal to scholars from law, political science,
political philosophy and media studies, policy makers and anyone who cares about
democracy in the age of data-driven political campaigning.

Critical Reﬂections on
Constitutional Democracy in the
European Union
Bloomsbury Publishing This book takes a wide-ranging approach to tackle the
complex question of the current state of constitutional democracy in the EU. It brings
together a broad set of academics and practitioners with legal and political
perspectives to focus on both topical and perennial issues concerning constitutional
democracy (including safeguarding the rule of law and respect for fundamental
rights) in theory and practice, primarily at EU level but also with due regard to
national and global developments. This approach underlines that rather than a single
problématique to be analysed and resolved, we are presently facing a kaleidoscopic
spectrum of related challenges that inﬂuence each other in elusive, multifaceted
ways. Critical Reﬂections on Constitutional Democracy in the European Union oﬀers
a rich analysis of the issues as well as concrete policy recommendations, which will
appeal to scholars and practitioners, students and interested citizens alike. It
provides a meaningful contribution to the array of existing scholarship and debate by
proposing original elements of analysis, challenging often-made assumptions,
destabilising settled understandings and proposing fundamental reforms. Overall,
the collection injects a set of fresh critical perspectives on this fundamental issue
that is as contemporary as it is eternal.

Protecting Personal Information
The Right to Privacy Reconsidered
Bloomsbury Publishing The concept of privacy has long been confused and
incoherent. The right to privacy has been applied promiscuously to an alarmingly
wide-ranging assortment of issues including free speech, political consent, abortion,
contraception, sexual preference, noise, discrimination, and pornography. The
conventional deﬁnition of privacy, and attempts to evolve a 'privacy-as-a-fence'
approach, are unable to deal eﬀectively with the technological advances that have
signiﬁcantly altered the way information is collected, stored, and communicated.
Social media such as Facebook pose searching questions about the use and
protection of personal information and reveal the limits of conceiving the right to
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privacy as synonymous with data protection. The recent European Union's GDPR
seeks to enforce greater protection of personal information, but the overlap with
privacy has further obscured its core meaning. This book traces these troubling
developments, and seeks to reveal the essential nature of privacy and, critically,
what privacy is not.

Digital Citizenship in a Dataﬁed
Society
John Wiley & Sons Digitization has transformed the way we interact with our social,
political and economic environments. While it has enhanced the potential for citizen
agency, it has also enabled the collection and analysis of unprecedented amounts of
personal data. This requires us to fundamentally rethink our understanding of digital
citizenship, based on an awareness of the ways in which citizens are increasingly
monitored, categorized, sorted and proﬁled. Drawing on extensive empirical
research, Digital Citizenship in a Dataﬁed Society oﬀers a new understanding of
citizenship in an age deﬁned by data collection and processing. The book traces the
social forces that shape digital citizenship by investigating regulatory frameworks,
mediated public debate, citizens' knowledge and understanding, and possibilities for
dissent and resistance.

Data Protection Implementation
Guide
A Legal, Risk and Technology
Framework for the GDPR
Kluwer Law International B.V. The complexities of implementing the General
Data Protection Regulation (GDPR) continue to grow as it progresses through new
and ever-changing technologies, business models, codes of conduct, and decisions
of the supervisory authorities, and the courts. This eminently practical guide to
implementing the GDPR – written in an original, problem-solving style by a highly
experienced data protection expert with equal knowledge of both law and
technology – provides a step-by-step project management approach to building a
GDPR-compliant data protection system, assessing, and documenting the risks and
then implementing these changes through processes at the operational level. With
detailed attention to case law (Member State, ECJ, and ECHR), especially where
aﬀecting high-risk areas that have attracted scrutiny, the guidance proceeds
systematically through such topics and issues as the following: required
documentation, policies, and procedures; risk assessment tools and analysis
frameworks; children’s data; employee and health data; international transfers post-
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Schrems II; data subject rights including the right of access; data retention and
erasure; tracking and surveillance; and eﬀects of technologies such as artiﬁcial
intelligence, biometrics, and machine learning. With its practical examples derived
from the author’s experience in building GDPR-compliant software, as well as its
analysis of case law and enforcement priorities, this incomparable guide enables
company data protection oﬃcers and compliance staﬀ to advise on key issues with
full awareness of the legal and reputational risks and how to mitigate them. It is also
sure to be of immeasurable value to concerned regulators and policymakers at all
government levels. Disclaimer: This title is in pre-production and any names, credits
or associations are subject to change. The current table of contents and subject
matter is for pre-release sample purposes only.

Handbook on European Data
Protection Law
The aim of this handbook is to raise awareness and improve knowledge of data
protection rules in European Union and Council of Europe member states by serving
as the main point of reference to which readers can turn. It is designed for nonspecialist legal professionals, judges, national data protection authorities and other
persons working in the ﬁeld of data protection.

Data Protection and Privacy,
Volume 14
Enforcing Rights in a Changing
World
Bloomsbury Publishing This book brings together papers that oﬀer conceptual
analyses, highlight issues, propose solutions, and discuss practices regarding
privacy, data protection and enforcing rights in a changing world. It is one of the
results of the 14th annual International Conference on Computers, Privacy and Data
Protection (CPDP), which took place online in January 2021. The pandemic has
produced deep and ongoing changes in how, when, why, and the media through
which, we interact. Many of these changes correspond to new approaches in the
collection and use of our data - new in terms of scale, form, and purpose. This raises
diﬃcult questions as to which rights we have, and should have, in relation to such
novel forms of data processing, the degree to which these rights should be balanced
against other poignant social interests, and how these rights should be enforced in
light of the ﬂuidity and uncertainty of circumstances. The book covers a range of
topics, such as: digital sovereignty; art and algorithmic accountability;
multistakeholderism in the Brazilian General Data Protection law; expectations of
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privacy and the European Court of Human Rights; the function of explanations; DPIAs
and smart cities; and of course, EU data protection law and the pandemic – including
chapters on scientiﬁc research and on the EU Digital COVID Certiﬁcate framework.
This interdisciplinary book has been written at a time when the scale and impact of
data processing on society – on individuals as well as on social systems – is
becoming ever starker. It discusses open issues as well as daring and prospective
approaches and is an insightful resource for readers with an interest in computers,
privacy and data protection.

Protektion 4.0: Das
Digitalisierungsdilemma
Springer-Verlag Das Buch beschreibt Datenschutz erstmals als Oﬀenheit
(Transparenz) statt Datensparsamkeit. Der Autor beschreibt als Voraussetzung dazu
einen Besitztitel auf Daten. Die Umsetzung erfolgt über Big Data, deren Techniken so
ausgelegt sind, dass Daten zur „handelbaren“ Ware werden können, indem
dokumentierbar wird, wie von wem wozu Daten verwendet worden sind.
Transparente Verwendung auch in Hinsicht auf den Nutzen oder die Notwendigkeit
statt Verbergen wird als neues Privatheitsmodell vorgeschlagen. Die Synchronisation
der Entwicklung von Technik und Gesellschaft steht dabei im Vordergrund.
Zahlreiche Fallstudien erhöhen den praktischen Nutzen des Buches.

EU Internet Law
Regulation and Enforcement
Springer This book provides an overview of recent and future legal developments
concerning the digital era, to examine the extent to which law has or will further
evolve in order to adapt to its new digitalized context. More speciﬁcally it focuses on
some of the most important legal issues found in areas directly connected with the
Internet, such as intellectual property, data protection, consumer law, criminal law
and cybercrime, media law and, lastly, the enforcement and application of law. By
adopting this horizontal approach, it highlights – on the basis of analysis and
commentary of recent and future EU legislation as well as of the latest CJEU and
ECtHR case law – the numerous challenges faced by law in this new digital era. This
book is of great interest to academics, students, researchers, practitioners and
policymakers specializing in Internet law, data protection, intellectual property,
consumer law, media law and cybercrime as well as to judges dealing with the
application and enforcement of Internet law in practice.

Data Protection and Privacy Under
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Pressure
Transatlantic tensions, EU
surveillance, and big data
Maklu Since the Snowden revelations, the adoption in May 2016 of the General Data
Protection Regulation and several ground-breaking judgments of the Court of Justice
of the European Union, data protection and privacy are high on the agenda of
policymakers, industries and the legal research community. Against this backdrop,
Data Protection and Privacy under Pressure sheds light on key developments where
individuals’ rights to data protection and privacy are at stake. The book discusses
the persistent transatlantic tensions around various EU-US data transfer mechanisms
and EU jurisdiction claims over non-EU-based companies, both sparked by milestone
court cases. Additionally, it scrutinises the expanding control or surveillance
mechanisms and interconnection of databases in the areas of migration control,
internal security and law enforcement, and oversight thereon. Finally, it explores
current and future legal challenges related to big data and automated decisionmaking in the contexts of policing, pharmaceutics and advertising.

Designing for Privacy and its Legal
Framework
Data Protection by Design and
Default for the Internet of Things
Springer This book discusses the implementation of privacy by design in Europe, a
principle that has been codiﬁed within the European Data Protection Regulation
(GDPR). While privacy by design inspires hope for future privacy-sensitive designs, it
also introduces the need for a common understanding of the legal and technical
concepts of privacy and data protection. By pursuing an interdisciplinary approach
and comparing the problem deﬁnitions and objectives of both disciplines, this book
bridges the gap between the legal and technical ﬁelds in order to enhance the
regulatory and academic discourse. The research presented reveals the scope of
legal principles and technical tools for privacy protection, and shows that the
concept of privacy by design goes beyond the principle of the GDPR. The book
presents an analysis of how current regulations delegate the implementation of
technical privacy and data protection measures to developers and describes how
policy design must evolve in order to implement privacy by design and default
principles.
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The Data Protection Act 2018
(Amendment of Schedule 2
Exemptions) Regulations 2022
Enabling power: Data Protection Act 2018, ss. 16, 182 (5). Issued: 27.01.2022.
Sifted: -. Made: 26.01.2022. Laid: -. Coming into force: In accord. with reg. 1 (2).
Eﬀect: 2018 c. 12 amended. Territorial extent & classiﬁcation: E/W/S/NI. General.
Supersedes draft SI. (ISBN 9780348229967), published 10.12.2021

Asian Data Privacy Laws
Trade and Human Rights
Perspectives
Oxford University Press, USA The ﬁrst work to examine data privacy laws across
Asia, covering all 26 countries and separate jurisdictions, and with in-depth analysis
of the 14 which have specialised data privacy laws. Professor Greenleaf
demonstrates the increasing world-wide signiﬁcance of data privacy and the
international context of the development of national data privacy laws as well as
assessing the laws, their powers and their enforcement against international
standards.

The Internet Literacy Handbook
Council of Europe Over the past decade, Internet technology, now merging into
that of mobile technology, has transformed the multiple facets of life in society
across the world, changing work and leisure patterns, and placing greater demands
on us as active, democratic citizens. The Internet literacy handbook, intended for
parents, teachers and young people throughout Europe, is a guide to exploiting to
the fullest this complex network of information and communication. The handbook is
comprised of 21 fact sheets, each covering a particular topic on Internet use, from
searching for information to setting up blogs through to e-shopping and ecitizenship. These fact sheets oﬀer teachers and parents suﬃcient technical knowhow to allow them to share young people's and children's voyages through
communication technology. They highlight ethical and safety considerations, give
insight into added value in education, provide ideas for constructive activities in
class or at home, share best practice in Internet use, and provide a wealth of
deﬁnitions and links to sites that give practical examples and further in-depth
information.
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Global Standard Setting in Internet
Governance
Oxford University Press, USA The book addresses representation of the public
interest in Internet standard developing organisations (SDOs). Much of the existing
literature on Internet governance focuses on international organisations such as the
United Nations (UN), the Internet Governance Forum (IGF) and the Internet
Corporation for Assigned Names and Numbers (ICANN). The literature covering
standard developing organisations has to date focused on organisational aspects.
This book breaks new ground with investigation of standard development within SDO
fora. Case studies centre on standards relating to privacy and security, mobile
communications, Intellectual Property Rights (IPR) and copyright. The book lifts the
lid on internet standard setting with detailed insight into a world which, although
highly technical, very much aﬀects the way in which citizens live and work on a daily
basis. In doing this it adds signiﬁcantly to the trajectory of research on Internet
standards and SDOs that explore the relationship between politics and protocols. The
analysis contributes to academic debates on democracy and the internet, global selfregulation and civil society, and international decision-making processes in
unstructured environments. The book advances work on the Multiple Streams
Framework (MS) by applying it to decision-making in non-state environments,
namely SDOs which have long been dominated by private actors. The book is aimed
at academic audiences in political science, computer science, communications, and
science and technology studies as well as representatives from civil society, the civil
service, government, engineers and experts working within SDO fora. It will also be
accessible to students at the postgraduate and undergraduate levels.

Social policy in the European Union:
state of play 2015
The sixteenth edition of Social policy in the European Union: state of play has a triple
ambition. First, it provides easily accessible information to a wide audience about
recent developments in both EU and domestic social policymaking. Second, the
volume provides a more analytical reading, embedding the key developments of the
year 2014 in the most recent academic discourses. Third, the forward-looking
perspective of the book aims to provide stakeholders and policymakers with speciﬁc
tools that allow them to discern new opportunities to inﬂuence policymaking. In this
2015 edition of Social policy in the European Union: state of play, the authors tackle
the topics of the state of EU politics after the parliamentary elections, the
socialisation of the European Semester, methods of political protest, the Juncker
investment plan, the EU’s contradictory education investment, the EU’s contested
inﬂuence on national healthcare reforms, and the neoliberal Trojan Horse of the
Transatlantic Trade and Investment Partnership (TTIP).
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Interest Groups and Experimentalist
Governance in the EU
New Modes of Lobbying
Springer Nature This book researches the role that interest groups play in new
modes of EU governance, with a speciﬁc focus on the role of interest representation
in experimentalist governance frameworks. The research asks how lobbying in the
legislative process contributes to the governance framework and its institutional
arrangements and subsequently asks how the relevant interest groups participate in
policy implementation – in which broad policy goals are concretised. The research is
based on four in-depth case studies: the Industrial Emissions Directive, the General
Data Protection Regulation, the Combating Child Abuse Directive, and the
Institutions for Occupational Retirement Provision Directive. Of special interest in
these cases are the balance between types of interest groups (most notably
business and NGOs) in policy formulation and implementation, and the changing
dynamics between interest groups and public policy-makers in such ‘horizontal’
governance. The book’s ﬁndings are required reading for all those concerned with
eﬀective and democratic policy-making in the EU.

Brussels Versus the Beltway
Advocacy in the United States and
the European Union
Georgetown University Press This book presents the ﬁrst large-scale study of
lobbying strategies and outcomes in the United States and the European Union, two
of the most powerful political systems in the world. Every day, tens of thousands of
lobbyists in Washington and Brussels are working to protect and promote their
interests in the policymaking process. Policies emanating from these two spheres
have global impacts—they set global standards, they inﬂuence global markets, and
they determine global politics. Armed with extensive new data, Christine Mahoney
challenges the conventional stereotypes that attribute any diﬀerences between the
two systems to cultural ones—the American, a partisan and combative approach,
and the European, a consensus-based one. Mahoney draws from 149 interviews
involving 47 issues to detail how institutional structures, the nature of speciﬁc
issues, and characteristics of the interest groups combine to determine decisions
about how to approach a political ﬁght, what arguments to use, and how to frame an
issue. She looks at how lobbyists choose lobbying tactics, public relations strategies,
and networking and coalition activities. Her analysis demonstrates that advocacy can
be better understood when we study the lobbying of interest groups in their
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institutional and issue context. This book oﬀers new insights into how the process of
lobbying works on both sides of the Atlantic.

Bulk Collection
Systematic Government Access to
Private-Sector Data
Oxford University Press This is an open access title available under the terms of a
CC BY-NC-ND 4.0 International licence. It is free to read at Oxford Scholarship Online
and oﬀered as a free PDF download from OUP and selected open access locations.
This book is the culmination of nearly six years of research initiated by Fred Cate and
Jim Dempsey to examine national practices and laws regarding systematic
government access to personal information held by private-sector companies.
Leading an eﬀort sponsored by The Privacy Projects, they commissioned a series of
country reports, asking national experts to uncover what they could about
government demands on telecommunications providers and other private-sector
companies to disclose bulk information about their customers. Their initial research
found disturbing indications of systematic access in countries around the world.
These data collection programs, often undertaken in the name of national security,
were cloaked in secrecy and largely immune from oversight, posing serious threats
to personal privacy. After the Snowden leaks conﬁrmed these initial ﬁndings, the
project morphed into something more ambitious: an eﬀort to explore what should be
the rules for government access to private-sector data, and how companies should
respond to government demands for access. This book contains twelve updated
country reports plus eleven analytic chapters that present descriptive and normative
frameworks for assessing national surveillance laws, survey evolving international
law and human rights principles applicable to government surveillance, and describe
oversight mechanisms. It also explores the concept of accountability and the role of
encryption in shaping the surveillance debate. Cate and Dempsey conclude by
oﬀering recommendations for both governments and industry.

Collective Management of
Copyright and Related Rights
WIPO

The Politics of International
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Migration Management
Springer Throughout the world, governments and intergovernmental organizations,
such as the International Organization for Migration are developing new approaches
aimed at renewing migration policy-making. This book, now in paperback, critically
analyzes the actors, discourses and practices of migration management.

Aviation Security, Privacy, Data
Protection and Other Human
Rights: Technologies and Legal
Principles
Springer This book sheds light on aviation security, considering both technologies
and legal principles. It considers the protection of individuals in particular their rights
to privacy and data protection and raises aspects of international law, human rights
and data security, among other relevant topics. Technologies and practices which
arise in this volume include body scanners, camera surveillance, biometrics,
proﬁling, behaviour analysis, and the transfer of air passenger personal data from
airlines to state authorities. Readers are invited to explore questions such as: What
right to privacy and data protection do air passengers have? How can air passenger
rights be safeguarded, whilst also dealing appropriately with security threats at
airports and in airplanes? Chapters explore these dilemmas and examine approaches
to aviation security which may be transferred to other areas of transport or
management of public spaces, thus making the issues dealt with here of paramou nt
importance to privacy and human rights more broadly. The work presented here
reveals current processes and tendencies in aviation security, such as globalization,
harmonization of regulation, modernization of existing data privacy regulation,
mechanisms of self-regulation, the growing use of Privacy by Design, and improving
passenger experience. This book makes an important contribution to the debate on
what can be considered proportionate security, taking into account concerns of
privacy and related human rights including the right to health, freedom of
movement, equal treatment and non-discrimination, freedom of thought, conscience
and religion, and the rights of the child. It will be of interest to graduates and
researchers in areas of human rights, international law, data security and related
areas of law or information science and technology. I think it will also be of interest
to other categories (please see e.g. what the reviewers have written) "I think that
the book would be of great appeal for airports managing bodies, regulators, Civil
Aviation Authorities, Data Protection Authorities, air carriers, any kind of security
companies, European Commission Transport Directorate, European Air Safety
Agency (EASA), security equipment producers, security agencies like the US TSA,
university researchers and teachers." "Lawyers (aviation, privacy and IT lawyers),
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security experts, aviation experts (security managers of airports, managers and
oﬃcers from ANSPs and National Aviation Authorities), decision makers, policy
makers (EASA, EUROCONTROL, EU commission)"

The Needed Balances in EU
Criminal Law
Past, Present and Future
Bloomsbury Publishing This important volume provides an up-to-date overview of
the main questions currently discussed in the ﬁeld of EU criminal law. It makes a
stimulating addition to literature in the ﬁeld, while oﬀering its own distinctive
features. It takes a four-part approach: ﬁrstly, it addresses issues of a constitutional
nature, such as the EU competence in the ﬁeld of criminal law, the importance of the
principle of subsidiarity and the role played by the diﬀerent EU institutions.
Secondly, it looks at issues linked to the quest of the right balance between diversity
and unity, and focuses in particular on the special relationship between
approximation and mutual recognition. Thirdly, it focuses on the balance between
security and freedom, or, in other words, between the shield and sword functions of
EU criminal law. Special attention is given here to transatlantic cooperation, data
protection, terrorism, the European Arrest Warrant and the European Investigation
Order. Finally, it examines the importance of balanced relations between criminal
justice actors.
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